Privacy Policy

1.Introduction

1.1. Metalottery is committed to upholding the privacy and security of users. As a decentralized
lottery platform, we believe in minimizing data collection and empowering users to control
their own information.

2. Data We Collect

2.1. Metalottery does not generally collect any personally identifiable information such as your
name, email address, physical address, or government-issued ID numbers for your registra-
tion or participation in the Platform.

2.2. Blockchain Transactions: Your lottery participation is recorded on the blockchain. This
includes your wallet address, ticket purchases, and any winnings. This information is publicly
viewable on the blockchain by nature.

2.3. The Platform will only collect your personal data through analytical and/or marketing
cookies placed on the website www.metalottery.win. These cookies are explained in more
detail in the cookie policy.

3. How We Use Your Information

3.1. Lottery Operation: Platform utilizes your wallet address and blockchain transaction data
solely to facilitate your participation in the lottery, including the secure distribution of any
winnings.

3.2. Marketing and Tracking: Metalottery places cookies that are used for marketing and target-
ing purposes. Metalottery will use the personal data obtained from cookies only upon your
consent.

4. On what basis Metalottery uses your personal data

Metalottery collects, processes, and uses personal data described in this Privacy Policy only on legal
bases. Metalottery processes your personal data obtained through analytical and marketing and
targeting cookies for marketing purposes, only upon obtaining your consent. Please see more details
about the cookies in the Cookie Policy.

5. How long we keep your personal data

We will retain and use your personal data only for as long as is necessary for the purposes set out in this
Privacy Policy, and to the extent necessary to comply with our legal obligations, resolve disputes, and
enforce our policies.

6. Who we share your personal data with
We may disclose your personal data as necessary, for the following reasons:

- To comply with applicable laws or regulations, law enforcement, legal obligation, to respond to
claims and/or legal or court processes,

- To protect against legal liability, wrongdoing, unethical behaviour,

- To protect and defend our rights or property or to enforce our policies,
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- With your permission,

- To parties set out below.

We may share your personal data with third parties as necessary, only for the purposes set out in this
Privacy Policy:

- Our professional advisors such as our technical providers.

- Marketing agencies and providers.

Please note this list is non-exhaustive and there may be other examples where we need to share with
other parties in order to provide our services as effectively as we can.

We do not sell, rent, or otherwise make personal data commercially available to any third party, except
with your prior permission.

7. Which countries we transfer your personal data to

We may transfer your personal information to locations outside the European Economic Area. This may
entail a transfer of your information from a location within the European Economic Area (the “EEA”) to
outside the EEA, or from outside the EEA to a location within the EEA. For any transfer of data outside
the EEA, we will implement appropriate measures to ensure that your personal information remains
protected and secure in accordance with applicable data protection laws and the EU General Data
Protection Regulation.

8. Cookies

Our website uses and might use cookies. Please see our Cookies Policy
https://metalottery.win/cookie_policy.pdf.

9. Your personal data rights

If you are a resident of the EU, you have the following rights in relation to your personal data. Please
note that some of these rights will only apply in certain circumstances and some of them may be limited
where we have an overriding interest or legal obligation to continue to process the data or where data
may be exempt from disclosure due to reasons of confidentiality obligations.

Access: you may ask us if we are processing your data and, if we are, you can request access to your
personal data. This enables you to receive a copy of the personal data we hold about you and certain
other information about it.

Correction: you may request that any incomplete or inaccurate personal data we hold about you is
corrected.

Erasure: you may ask us to delete or remove personal data in certain circumstances. There are also
certain exceptions where we may refuse a request for erasure, for example, where the personal data is
required for compliance with law or in connection with claims.

Restriction: you may ask us to suspend the processing of certain of your personal data about you, for
example if you want us to establish its accuracy or the reason for processing it.
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Transfer: you may ask us to help you request the transfer certain of your personal data to another party.

Objection: where we are processing your personal data based on legitimate interests (or those of a third
party) and you may challenge this. However, we may be entitled to continue processing your informa-
tion. You also have the right to object where we are processing your personal data for direct

marketing purposes.

Automated decisions: you may contest any automated decision made about you where this has a
legal or similar significant effect and ask for it to be reconsidered.

Consent: where we are processing personal data with consent, you can withdraw your consent.

If you want to exercise any of these rights, please contact us at info@poollotto.finance. You also have a
right to lodge a complaint with the Office of the Commissioner for Personal Data Protection, the super-
visory authority for the protection of the personal data of individuals in the Republic of Cyprus.

10. Marketing Policy

You have the right to object where we are processing your personal data for marketing purposes. This
means you can opt-out of receiving direct marketing from Metalottery at any time.

Metalottery may use your personal information obtained via marketing cookies for marketing purposes.
You can opt-out of receiving marketing from Metalottery at any time by declining the placement of
marketing cookies. You may find more information in our cookie policy.

11. Links to third parties

Our website and other communication from Metalottery may, from time to time, contain links to and
from the websites of others. Additionally, Metalottery may integrate with third-party services (e.g.,
Chainlink for randomness). The personal data that you provide through these websites is not in any case
subject to this Privacy Policy and the treatment of your personal data by such websites is not our
responsibility.

You should consult the other websites’ Privacy Policy notices which will set out how your information is
collected and processed when visiting those websites, as we have no control over information that is
submitted to, or collected by, these third parties.

12. Minors

Metalottery does not knowingly collect information from children or other persons who are under 18
years old. If you are under 18 years old, you may not submit any personal data to us or accept our mar-
keting cookies. Metalottery encourages parents and guardians to observe, participate in, and/or moni-
tor and guide their online activity. If you think that your child provided this kind of information to us or
agreed to our marketing cookies, we strongly encourage you to contact us immediately and we will do
our best efforts to promptly remove such information from our records.

13. Security

13.1. Blockchain-Based: The decentralized nature of the blockchain provides inherent security
for your transactions. Metalottery does not store sensitive information on centralized servers.
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13.2. Wallet Security: The security of your crypto wallet is your responsibility. Please take appro-
priate measures to protect your private keys and backup phrases.
14. Changes to Policy

14.1. Metalottery reserves the right to modify this Privacy Policy at any time. The changes will be
effective from the date they are posted on our website. Your continued use of the Platform
following any changes signifies your acceptance of the revised Privacy Policy. We encour-
age you to review this policy periodically to be informed of how we process any of your
personal data.

15. Contact Us

If you have questions about this Privacy Policy, please contact us at info@poollotto.finance.
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